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Abstract

Large language models have shown significant performance across various tasks. This paper focuses on federated LLM inference, in which

the context generated by silos requires being protected, resulting in both inefficiency and imbalance in communication overhead. To address

this issue, this paper proposes BEFI, enabling Balanced and Efficient Federated LLM Inference with the equipment of carefully designed

mechanisms for information sharing among silos. For important tokens, we propose a fine-grained, fixed-size cache sharing mechanism that

enables direct and balanced sharing of the KV cache of these tokens. For less critical tokens, we propose a context-free intermediate states

sharing mechanism, which allows for the sharing of tokens of arbitrary length with constant communication overhead. Finally, we evaluate

the effectiveness of BEFI across various LLMs and privacy mechanisms, demonstrating that BEFI reduces communication overheads by up to

96.0%, while maintaining balanced communication.
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H 1 Introduction

Large language models (LLMs) have demonstrated remarkable perfor-
mance across a broad spectrum of text-related tasks, including trans-
lation [1, 2], text generation [3], and beyond. This success is largely
credited to attention mechanism [4], which enables context-aware pre-
dictions by computing attention weights for each token based on pre-
ceding generated contexts.

In many emerging applications, LLM inference occurs in federated
settings, where input and output contexts are distributed across multi-
ple data silos. These silos collaboratively analyze data using a shared
LLM, often an open-source model hosted on platforms like Hugging
Face. Such scenarios arise in applications requiring cross-silo infor-
mation synthesis such as federated medical diagnosis [5] and federated
transportation prediction [6]. Due to the security requirements and
privacy regulations such as GDPR [7], each silo must perform local
inference to avoid exposing sensitive context to other silos.

Example 1. Consider a multi-branch company. Each branch uses a
shared LLM to summarize its internal operational report and sends
it to the parent company to generate aggregated insights using the

same model. It is crucial that each branch’s context (red portion for
each branch company in Fig. 1) is generated locally. Otherwise, the
generated context would be immediately exposed to the third party
responsible for performing the inference.

To enable privacy-preserving federated LLM inference, a straight-
forward approach is to directly share information necessary for sub-
sequent inference (i.e., the KV cache) across silos, with shared infor-
mation perturbed by privacy-preserving techniques such as differential
privacy (DP) [8]. However, the large parameter scale of LLMs and
their sequence-dependent generation paradigm present two key chal-
lenges to straightforward sharing of cached information across silos in
federated LLM inference.

(1) Massive Communication Overhead. Modern LLMs typically use
a KV cache to accelerate inference without compromising accuracy,
albeit at the cost of increased memory usage. However, directly shar-
ing the KV cache across silos in federated LLM inference introduces
significant communication overhead due to the large volume of cached
data. Table 1 presents the KV cache size compared to the model size of
LLAMA-13B with various context lengths. As more tokens are gener-
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Fig.1 An example of federated LLM inference.

ated, the KV cache size increases dramatically, leading to unacceptable
communication overhead.
(2) Unbalanced Communication Cost and Noise Accumulation. Due to
the sequence-dependent generation paradigm of LLMs, the size of the
KV cache across silos continues to grow during inference. This results
in larger communication overhead and increased noise accumulation
for generating a token in the latter silos compared to the former ones,
leading to the imbalanced communication overhead in federated LLM
inference. As shown in Table 1, assuming each silo generates 400
tokens and the shared KV cache is perturbed using a DP mechanism,
the third silo must transfer 40 GB more KV cache compared to the first
silo. Furthermore, the perplexity continues to increase as DP noise is
added to more KV cache. Here, the PPL score for both cases with
and without different privacy when the context length is 400 remains
unchanged because the privacy perturbation is added after the inference
of the first silo. Thus, PPL with DP is not affected by the DP noise.
Inspired by the above discussion, this paper addresses the issues
of imbalanced and inefficient communication overhead in federated
LLM inference. To our knowledge, we are the first to highlight the
imbalanced concerns in this scenario. Specifically, we propose BEFI,
a framework for Balanced and Efficient Federated LLM Inference. To
eliminate the inefficiency and imbalance in communication overhead
caused by the continuously growing KV cache, BEFI introduces the
Fixed-Size KV Cache Sharing mechanism. This approach limits the
shared KV cache across silos to a small, fixed size, retaining only
the cache of important tokens. Less important tokens are selectively
replaced as subsequent silos generate additional tokens. Moreover, to
reserve the contributions of other tokens, we propose the Context-Free
Intermediate States Sharing mechanism, which enables the sharing of
intermediate information of an arbitrary number of tokens in a con-
stant space. This makes the intermediate states sharing mechanism an
effective complement for achieving balanced federated LLM inference.

Frontiers of Computer Science | Issue XX | Volume XX | Month Year

BEFI: Balanced and Efficient Federated Inference of Large Language Models

In summary, this paper makes the following key contributions:
¢ To the best of our knowledge, we are the first to define and

study the problem of federated LLM inference with efficient
and balanced communication overhead.

* We propose BEFI, a novel framework designed to ensure bal-
anced communication overhead through efficient sharing of
limited-size KV cache information.

¢ For other contexts, we introduce a context-free intermediate
states sharing mechanism, which enables compressed interme-
diate states exchanged among silos, maintaining a constant com-
munication size regardless of context length.

* Extensive experiments across three LLM families demonstrate
that BEFI achieves comparable inference performance while
reducing communication costs by 19.9% to 96.0%, with well-
balanced communication overhead across different silos.

M 2 Preliminaries and Problem

2.1 Attention and KV Cache

Attention mechanisms occupy a central position in LLMs. Consider
embeddings of t — 1 tokens, represented as X € RU~1D*4 where d
denotes the dimensionality of each token’s embedding. An attention
mechanism generates the 7-th token as follows:

Q =XW2, K=XWK, v=xXW" e rU-Dxn
QK”
h

A" = softmax( ), A2 = AWV e RU-Dxh @))
where / represents the hidden dimension of the attention mechanism,
K" denotes the transpose of the key matrix K, and softmax denotes
the softmax function, defined as follows.

exp(X)

softmax(X) = o (X)

@3]
In this context, the function exp(X) denotes the application of the

element-wise exponential function to the matrix X, and the summation
function sumy (+) is performed along the second dimension of exp(X).

The process of the attention, as described in Equ. 1, reveals that
duplicated computations occur during inference of different tokens.
For instance, the query matrix Q € R~1*/ ysed in the inference of
the 7-th token overlaps with the first 7 — 1 rows of Q used in the inference
of the (¢+1)-th token. This observation motivates the technique known
as KV cache [9, 10], which losslessly accelerates the inference process
in large language models.

Formally, given the embeddings of the (¢ — 1)-th token x € R1*4,
an attention utilizing the KV cache infers the 7-th token as follows:

Q, =xW2 K, = xWX vV, = xW¥ e R*"
K5 = cat(K5,K;), VS = cat(V5,V)) 3)
Q (K5
vh

where KS (resp., VS) maintains the cache of key (resp., value) matrix

)’Ao — AWVS

A" = softmax(

throughout the inference of different tokens, with cat representing the
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Table 1 Ratio of KV cache size to model size, and perplexity on Wikitext dataset (LLAMA-13B, Batch Size=16, Laplacian mechanism). The Ratio column is computed as the

cache size divided by the model size.

Context  Cache Model Ratio PPL w/o DP  PPL w/ DP
400 19.6GB  489GB  40.1% 6.65 6.65
800 39.0GB 489GB  79.8% 7.37 822
1200 60.0GB 489GB  123% 7.11 3795

concatenation function. Notably, an LLM contains multiple attention
layers, each of which should store an independent KV cache. There-
fore, the total size of the KV cache is O(Ith), where [ is the number
of attention layers in the LLM. For time complexity, considering naive
matrix multiplication as a context [11, 12], an attention with KV cache
takes O(dh) for calculating K and V, O(zh) for calculating A¥VS,
leading to a time complexity O ((t + d)h).

Takeaways. (1) Inefficiency of the Attention for Federated LLM Infer-
ence. The size of the KV cache increases dramatically as the context
grows, as shown in Table 1. Sharing the whole KV cache leads to
a large communication overhead. (2) Imbalanced Communication
Overhead. The size of KV cache is related to the length of the context,
which results in the imbalanced communication cost.

2.2 Problem Definition
This paper focuses on balanced and efficient federated LLM inference
where the context is distributed across multiple silos. These silos
together employ a shared LLM for collaborative analysis. Formally,
consider n silos, denoted as {Sj, ..., S, }, where each silo S; aims to
generate p; tokens. Given the inference order O = (Si, S, ..., Sn),
the silos are permitted to generate context sequentially. In particu-
lar, each silo S; generates its p; tokens, denoted as 7;, based on the
shared information £ from the preceding silo S;_;. £ contains the
information of all previously generated tokens, i.e., Ui <j<;T;. After S;
generates its context 7;, it produces the shared information £;, which
represents the context within the current silo, and merges it into £
via £ = comb(L, £L;), where the function comb merges £; into L.
The updated information £ is then transferred to the next silo for the
subsequent inference.

In the context of federated LLM inference, we focus on a privacy-
preserving approach that simultaneously achieves balanced and effi-
cient communication overhead while the inference across silos.

Definition 1 (Balanced and Efficient Federated LLM Inference). Given
n silos Sy, ..., Sy, the problem requires a solution for federated LLM

inference that satisfies the following requirements:

1. Balanced and Efficient Communication Among Silos: For any
silo, the size of the shared information should be relatively small
and independent of the number of tokens previously generated
by the former silos.

2. Shared Information Privacy Protection: the shared information
among silos must be protected by differential privacy, ensuring
no silo’s context can be leaked to other silos.

2.3 CacheShare: A Straightforward Solution

Inspired by the attention process with KV cache as illustrated in Equ. 3,
a straightforward approach for federated LLM inference is to share the
KV cache among silos, which we refer to as CacheShare. Formally,
suppose the first p tokens have been generated by previous silos. The
corresponding key and value caches of these tokens, denoted as K&/° €
RPXH and V&1° e RPX! respectively, have been perturbed with DP
noise and then shared to the current silo. Let K/o¢, Viec ¢ R-1xh
denote the locally generated #—1 tokens in the current silo. CacheShare
constructs the key and value matrices K and V by replacing the second
line of Equ. 3 with the following:

K = cat(K8° K"¢ K,), V = cat (V& V¢ V,) )

CacheShare suffers from inefficient and imbalanced communication
overhead due to the large-volume KV cache with increasing size. For
the i-th silo, it must transfer the KV cache of all previously generated
tokens to the subsequent silo, leading to a total communication cost
of O(lh ¥ j<; pj), where | denotes the number of attention layers, &
is the hidden dimension, and }’ ;; p; represents the total number of
tokens generated by the first i silos.

M 3 Methods

3.1 BEFI Overview

In general, the essence of a framework for privacy-preserving federated
LLM inference lies in the design of the information to be shared, i.e.,
L, and how this information is utilized during the inference. In BEFI,
we facilitate the sharing of two distinct types of information across
data silos, based on the importance of tokens.

(1) Fixed-Size KV Cache for Important Tokens. In BEFI, a small and
fixed-size number of tokens can be shared across silos by transmitting
their KV cache. This information is represented as K& and V&,
denoting the global key matrices and value matrices, respectively.
Each silo can utilize this mechanism to select and share important
tokens along with their full KV cache information.

(2) Context-Free Compressed States for Remaining Tokens. For other
tokens, we compress the intermediate states from the softmax function
as the shared information, defined as I. This shared information is
independent of context length, thereby enabling a balanced and efficient
communication cost in federated LLM inference.

As shown in Fig. 2, BEFI supports the sharing of two types of
information, i.e., the fixed-size KV cache for important tokens and
the compressed intermediate states for remaining tokens. A silo S;
first generates local tokens based on the shared global KV cache,
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Fig.2 Overview of BEFI Framework.

denoted as K8/ and V&2, as well as the shared intermediate states I.
After the inference, S; filters a small set of locally important tokens.
The information of these tokens is shared by replacing a part of the
global KV cache with their perturbed cache (the upper part @ in
Fig. 2). Meanwhile, the information of the remaining tokens is shared
via the compressed intermediate states (the lower part @ in Fig. 2),
independent of context length.

3.2 Fixed-Size KV Cache Sharing

Basic Idea. BEFI enables the sharing of a fixed-size KV cache across
silos, ensuring that the communication overhead remains independent
Specifically, a KV
cache of fixed-size ¢ is shared among all silos, denoted by K&/° and

of the number of previously generated tokens.

Velo representing the global key and value matrices, respectively.
Each time a silo completes its inference and obtains the local token
set T;, it chooses % tokens from 7; and adds noise to their KV cache
entries (assuming ¢ is always divisible by n). These perturbed KV
cache entries are then utilized to replace a portion of the KV cache
< tokens in K& and V&, forming the updated KV

corresponding to &

cache to be passed on to the subsequent silo.

Algorithm 1 illustrates pseudocode of the fixed-size KV cache shar-
ing mechanism. For the i-th silo S;, it receives the perturbed cache
from the previous silo, denoted as K& and V&/°, and initializes the
global token set T8 and local token set T'°¢. S; first generates local
tokens using the context provided by the global cache K&/ and V&/°
following Equ. 3 (lines 1-6). S; then applies the filter function to
select @ global important tokens, denoted as T¢/°*, and « local
important tokens, denoted as 7" (lines 7-8). Given a token set T,
filter(T,m) identifies m important tokens and |7| — m remaining
tokens based on predefined criteria. Subsequently, S; selects globally
(resp. locally) key cache of important tokens and unimportant tokens,
denoted as K&/°*(resp. K!°°*) and K89~ (resp. K!°¢~), respectively
(lines 9-10). The same filtering process is applied to value matrices
(lines 11-12). Notably, we use the concatenation function cat as the
function comb for merging the shared information into local informa-
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Algorithm 1: Fixed-Size Cache Sharing Mechanism

Input: The shared information £ = (K&, V&/° T) from
previous silo;

1 Kloe yloc empty vector; T8l global token set; 7; « 0;

2 fort=1,2,...,p; do

3 Update local cache K¢, V!¢ via lines 1-3 of Equ. 3;

4 K « cat(Kg&2 K!¢), V « cat(V&lo, Viocy,

5 Infer next token based on K, V, and line 4 of Equ. 3;
Append the inferred token to 7;;

6 T80+ T8lo-  filter(T8!, @),

7 T, T, « filter(T;, =)

3 Kglo+7 Kglo— — Kglo [Tglm'], Kglo [Tglo_];

9 Klo”, Kloc+ — Klac [Tz+] , Kloc [Ti_];

10 Vglu+, Vglv— — Vglo [Tglu+] , Vglo [Tglo—];

1 VIOC+, Vloc— — Vloc [Tz+] , Vloc [Ti_];

12 K&  cat(K&/*, dap(Kt)); //comb for K&

13 V&0  cat(Velor ap(VI°et)); /icomb for V&L©

14 Update I using 780, T~

15 return (Kgl",Vgl”,I);

tion, as mentioned in Sec. 2.2. Finally, the KV cache of the selected
local important tokens is perturbed and merged into the global cache
(lines 13-14). The remaining tokens are instead shared via intermedi-
ate states, as detailed in Sec. 3.3.

Complexity Analysis. Regarding communication cost, Algorithm 1
ensures that the size of the perturbed KV cache transmitted across silos
O(clh), which is independent of the context length. Here, [ denotes
the number of attention layers. As for time complexity, as discussed in
Sec. 2.1, performing inference based on ¢ — 1 local tokens and p global
tokens’ KV cache requires O((c + t + d)h) time.

Token Filtering Function. The proposed fixed-size KV cache sharing
mechanism allows for different strategies for token filtering.
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Fig. 3 Position-Aware vs. Semantic-Aware Filtering Functions (Red: global KV cache;
Blue: local KV cache).

Position-Aware Filtering Function. Previous studies [13—15] indicate

that recently generated tokens often play a more crucial role in gen-
erating the current token. Based on this insight, we define filter
as a function that prioritizes the selection of more recently generated
tokens. Formally, given a set of r sequentially generated tokens 7" and
a number g, the filtering function is defined as:

filter(T,q) = Tr—g+1r> T1r—g

where T;.; denotes the subset of tokens from the i-th to the j-th po-
sition in T. The subset 7;-_,41., consists of the g most recent tokens,
designated as important tokens for sharing.

Semantic-Aware Filtering Function. Another line of research [16, 17]

leverages the historical attention scores to dynamically evaluate token
importance. We refer to such strategies as semantic-aware filtering
functions. The function is defined as:

filter(T,q) =
(5)

argmax,(score(A")), argmin,_, (score(A"))

where A" represents the attention scores as illustrated in Equ. 3. Here,
argmax,, (resp. argmin,) returns tokens with the highest (resp. low-
est) g scores, and score defines various importance metrics based
on A". To ensure efficiency, these functions typically exhibit a time
complexity that scales linearly with the number of tokens.

Fig. 3 illustrates difference between the position-aware and semantic-

aware filtering functions. The position-aware filtering function always
chooses the latest generated tokens as important tokens, while the
semantic-aware filtering function uses importance scores to filter the
important tokens.

Impact of Noise. We are interested in how noise added to KV cache
affects the attention output A°. formally, define the DP noise added
to the key and value cache as 6K and ¢V, respectively. Notably, the
following analysis also fits for CacheShare.

Theorem 1. Consider inference process in Equ. 3. We are interested
in AA° = A? — A?, the difference between the attention outputs before

and after the perturbation. Let Agp, Ay, and Ay represent the largest
singular values of Q;, V, and A", respectively. Given JK;(resp. 6V;)
€ R the DP noise added to the key (resp. value) cache of a global
token i € T8, we have

1
[|AA®|]2 < Awdy + ﬁﬂga,( (Ay +6v)

We use 6k = X eralo ||0K|| and 8y = 3, cre10 ||6V;]| to denote the
sum of the norm of the DP noise added to the key and value caches of
the global tokens T2, respectively.

The proof is provided in Appendix A.1.1. Theorem 1 characterizes
how the noise injected into shared KV cache influences A°. In general,
the larger the number of tokens shared in the form of KV cache,
the greater the upper bound on the norm of the attention output A°.
Specifically, since the DP noise is typically sampled independently
from a given distribution, we assume that the expected magnitude of
each noise term is bounded above by a constant d,ie., E[]|6K;||2] and
E[[6Vill2] < d.

3.3 Context-Free Intermediate States Sharing

For the remaining tokens not selected in Sec. 3.2, we require each silo
to share the intermediate states of these tokens. The selection of states
should satisfy the following criteria:

* Context-Free Information Size: The size of the shared states
must be independent of the number of the remaining tokens to
ensure balanced communication cost among silos.

e Ease of Utilization: The selected intermediate states should
capture essential information of remaining tokens and be readily
compatible with the inference process of LLMs.

Choice of Intermediate States. The weight distribution derived from
the softmax function reflects the importance of preceding tokens in
predicting the current token [4]. We propose recording the sum of the
exponential attention weights of unimportant tokens as intermediate
states. This information serves as an attention weight bias in the soft-
max function, enabling subsequent silos to incorporate the influence

of unimportant tokens.

Inference: A}, = #Q(Kglﬂ)T, Al = %Q(KIO(V)T
A" = cat(A},A])
A" =exp(A")/(Z exp(A”) +1) (6)
A° =AYV
Update: I; = cat(A}[T¢'°" ], A7[T])
I; = sumy(exp(I;)); I=1+dp(I;) )

Equ. 6 illustrates the inference stage of our proposed context-free
intermediate states sharing mechanism. During the inference stage,
given the global (resp. local) key cache K&/ (resp. K!°), each silo
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first calculates the global (resp. local) component of the input to soft-
max function, denoted by Aj (resp. Aj). These two components are
then concatenated to form the complete input to the softmax function
for subsequent inference. Unlike the standard softmax function pre-
sented in Equ. 2, the shared intermediate states, denoted by I, are used
as a weight bias in the computation of the attention weights A", as
illustrated in the third line of Equ. 6. As for the update stage, as illus-
trated in Equ. 7, we have introduced how to obtain the global and local
unimportant tokens, denoted by 7/~ and T respectively, in Sec. 3.2.
The intermediate states corresponding to these tokens in exp(A”) are
first summed, then perturbed, and finally added to the global weight
bias.

Complexity Analysis. In terms of communication cost, each attention
layer must independently store its intermediate states, with each layer
requiring O (1) storage space. Consequently, the total communication
costis O(l). Regarding computation cost, every silo computes the sum
of embeddings in A" corresponding to unimportant tokens and adds
this sum to the global weight bias I. This operation takes O (p;h) time,
where p; represents the number of tokens in current silo. Specifically,
pi — % tokens are drawn from T,”, and the remaining £ tokens are
obtained from 78/~

Impact of Noise. Similarly, we analyze how the DP noise added to
the weight bias affects the attention output. Recall that A" denotes the
input to the softmax function in Equ. 6.

Theorem 2. Denote the perturbed weight bias as T=1+AI and the
largest singular values of WY and A" as Ay and Ay, respectively. If
the perturbation A7 satisfies A > 0 or ), A" > In(2|Al|), then the
difference of the attention outputs, denoted by AA?, is bounded by

[1AA®]]2 < Ayaw

The proof of Theorem 2 is provided in Appendix A.1.2. Theo-
rem 2 establishes an upper bound on the error in the attention output
introduced by the DP noise in the context-free intermediate states
sharing mechanism. From this result, we observe that the noise A/l
does not directly appear in the derived error bound. Instead, it af-
fects the condition under which the bound holds, i.e., whether Al > 0
or ;A" > In(2|AIl). Moreover, many commonly used additive DP
mechanisms, such as the Laplacian and Gaussian mechanisms, employ
noise distributions around 0. The symmetry implies that the condi-
tion required for inequality in Theorem 2 to hold is satisfied with high
probability.

Corollary 1. Suppose Al is generated by a DP mechanism that em-
ploys a noise distribution symmetric about 0, such as the Laplacian
or Gaussian mechanism. Then, we have P(||AA°||> < Awdy) = 0.5,
where P(-) denotes the probability of the corresponding event.

Corollary 1 holds because the condition A/ > 0 in Theorem 2 is
satisfied with probability at least 0.5, i.e., P(AI > 0) > 0.5, when A/
is sampled from a distribution symmetric about 0.
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3.4 Put Them Together

By integrating the fixed-size KV cache sharing and context-free inter-
mediate states sharing mechanisms, the entire process of BEFI could
be represented as shown in Algorithm 1 with the replacement of line 5
with Equ. 6 and the replacement of line 15 with Equ. 7. BEFI ensures
the balanced and efficient communication overhead and the privacy of
context in federated LLM inference.

The shared infor-
mation £ contains two components: K&/° and V& for the fixed-size

Balanced and Efficient Communication Cost.

cache sharing mechanism, and I for the intermediate states sharing
mechanism. The size of both K&/ and K°¢ is O(clh), while I has
a size O(l). Therefore, the total size of £ is O(clh + ), which is
independent of the number of previously generated tokens. In prac-
tice, a relatively small ¢, like 16 for 4 silos, could already ensure a
considerable performance, as our evaluation shows in Sec. 4.

Privacy Protection of BEFI. In BEFI, the shared information from
a silo, whether through the fixed-size cache sharing mechanism (lines
13-14 in Algorithm 1), or the context-free intermediate states sharing
mechanism (Equ. 7), is perturbed before being merged into £. This
perturbation ensures that BEFI can effectively protect the privacy of
the shared information from leakage.

3.5 Discussion
In this section, we discuss the adaptability of BEFI to the various
distributions of p; and other variants of attention mechanisms.

Adaptability of BEFI to Different Distributions of p;. In Algo-
rithm 1, the number of generated tokens p; for the i-th silo S; is
determined by the demand of S;. BEFI accommodates different dis-
tributions of p; by maintaining a stable number of local tokens (i.e.,
ﬁ) whose KV caches are shared with other silos. This design re-
flects the adaptability of BEFI to varying p; distributions: even in
the extreme case where silos simultaneously have very short and long
contexts, BEFI ensures that all silos share the same number of tokens
through the fixed-size KV cache sharing mechanism. Meanwhile, silos
with long contexts can still share their contextual information via the
context-free intermediate states sharing mechanism. This mechanism
enables the sharing of context regardless of length with a constant
sharing size, making it adaptable to extreme distributions of p;.

Adaptability of BEFI to Other Variants of Attention Mechanisms.
Recent efforts have proposed several variants of attention mechanisms,
including sparse attentions [18-20] and linear attentions, to achieve
more efficient inference. We emphasize that BEFI is orthogonal to
sparse attentions, and thus could be adapted to them: BEFI defines how
to filter those important tokens to be shared among silos, while sparse
attentions determine the inference process of each silo. The proposed
Context-Free Intermediate States Sharing mechanism is still adaptable
because the sparse attentions also consider the softmax function as
a component. Similarly, for linear attentions, the Fixed-Size KV
Cache Sharing mechanism is adaptable. However, the Context-Free
Intermediate States Sharing mechanism cannot be directly applied to
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linear attentions due to the elimination of softmax function in the linear
attentions. We leave this as future work.

N 4 Evaluation

In this section, we aim to address the following questions to validate
the efficacy of BEFI. Q1: Does BEFI ensure balanced communication
cost and comparable computation costs? Q2: Can BEFI achieve
performance comparable to the baselines achieving federated LLM
inference? Q3: How do variations in parameters, such as the DP
privacy settings and the size of the fixed-size KV cache, affect BEFI?
Q4: For ablation analysis, how do the proposed information sharing
mechanisms affect the performance of BEFI?

4.1 Experimental Setup

Language Models and Datasets. To evaluate our framework, we se-
lect three families of language models: LLAMA-2 [21] with 7B and
13B parameter variants, MISTRAL [22] with 7B, and FALCON [23]
with 7B. For datasets, we use Wikitext [24] and PG19 [25] to assess
the performance of the proposed BEFI framework, and test the capa-
bility of BEFI on long context using LongBench [26]. We report the
perplexity scores of the selected baselines and our framework on both
datasets to validate the effectiveness of BEFI.

Baselines. To the best of our knowledge, no prior work has specif-
ically addressed the problem of balanced federated LLM inference.
Therefore, we compare BEFI against the following two representative
frameworks: CacheShare and TokenShare.

e CacheShare: Each silo generates context by the utilization of
KV cache, as described in Sec. 2.3. The entire KV cache is then
perturbed and shared across silos.

» TokenShare: Silos generate context following the vanilla atten-
tion, i.e., Equ. 1, after which the token embeddings are per-
turbed and shared. This method represents prior works that
applied perturbations to input embeddings of language models,
like [27-29].

All three frameworks i.e., TokenShare, CacheShare, and BEFI, support
the integration of different DP techniques for privacy protection. We
evaluate the following two representative DP techniques:

* Laplacian Mechanism: A classic DP technique that adds inde-
pendent, element-wise noise to a matrix, based on the Laplacian
distribution. This mechanism is widely used to achieve e-DP in
scalar and vector-valued queries.

* MVG [30]: A mechanism that applies structured noise to matri-
ces based on multivariate Gaussian distribution.

Benchmarks. We set the generated context length to 400 tokens per
silo during evaluation and use 4 silos by default. For experiments
with varying parameters, we evaluate different fixed KV cache sizes
c € {4,8, 16,32}, with 8 the default, and privacy budget € € {2,4, 8}
with 2 as the default. To address Q1, we report the communication cost
per silo and computation cost per token of BEFI and the baselines. To
answer Q2, we compare the perplexity scores of BEFI and baselines
on the first 1600 concatenated tokens from Wikitext and PG19 under
identical experimental settings, and partition the input question into 4

pieces for answering the question in the dataset LongBench. For Q3,
we evaluate communication and computation costs by varying the KV
cache size ¢, and model performance by varying ¢ and the privacy
budget €. To investigate Q4, we separately enable the proposed fixed-
size KV cache sharing and the context-free intermediate states sharing
mechanisms, and compare their performance against BEFI.

DP Noise Injection. the privacy perturbation of all three algorithms
are generated by either Laplacian mechanism or MVG [30]. For To-
kenShare, privacy perturbation is applied to the token embeddings
shared among silos, without utilizing any KV cache. The inference
process follows Equation 1. For CacheShare, perturbation is injected
directly into the shared KV caches, as defined in Equation 3. For BEFI,
noise is added to both the filtered tokens’ KV cache and the shared
intermediate states. In all cases, the privacy perturbation is generated
using identical parameters (e and ) and without clipping.

Implementation. BEFI and the baseline methods are implemented
using PyTorch and built upon the Hugging Face Transformers library.
All experiments are conducted on a machine equipped with 200GB
of CPU memory and an A800 GPU with 80GB of memory. Each
experiment is repeated 3 times and the average is reported.

4.2 Experimental Results

4.2.1 Evaluation on Communication Cost

Fig. 4 presents the communication cost per silo when transmitting
information to the next silo, evaluated on the Wikitext dataset across
four types of LLMs. Results on the PG19 dataset are omitted due to
similar trends.

Overall, BEFI reduces the communication overhead by 19.9% to as
much as 96.0% (incurred for FALCON-7B). As the context length in-
creases, both TokenShare and CacheShare incur higher communication
costs in the former silos. Moreover, CacheShare results in significantly
higher communication cost compared to the other methods (except for
FALCON-7B), due to the sharing of the entire KV cache across silos,
which is substantially larger in size. In contrast, BEFI maintains a
stable and low communication cost across silos. This stability stems
from the fixed-size KV cache and the consistent size of the weight
bias. Notably, CacheShare incurs less overhead than TokenShare in
FALCON-7B, as it employs a multi-query attention with only 1 header
for key/value cache.

4.2.2 Evaluation on Computation Cost

Fig. 5 presents the computation cost of inferring one token for three
frameworks, using a batch size of 32 and the Laplacian mechanism on
Wikitext. Results for other mechanisms are omitted, as they exhibit
similar trends.

As the number of generated tokens increases, the time required
to generate each token grows for both TokenShare and CacheShare.
This trend reflects the unbalanced and increasing computational cost
of TokenShare and CacheShare. In contrast, BEFI exhibits a stable
computation time per token. This stability arises as each silo generates
tokens based on a fixed-size cache, and the intermediate states sharing
mechanism incurs a constant computational cost.
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Fig. 6 Communication overhead for varying parameters and ablation study.

Table 2 Experimental Results on performance (Token: TokenShare, Cache: CacheShare). Underline indicates the best performance among the three frameworks. The T column

indicates the improvement ratio achieved by BEFI compared to TokenShare.

‘ ‘ Perplexity
Dataset ‘ Model Laplacian MVG
Cache Token BEFI 7 Cache Token BEFI T
LLAMA-7B 12620 171.8 522  69.6% | 8749 1182  54.6 53.8%
LLAMA-13B 9167 85.2 79.8 6.3% 8253 74.6 63.9 14.3%
Wikitext | MISTRAL-7B | 6393 1172 197 832% | 7531 93.5 209  77.6%

536.5 101

14.0 -

756.3 13.7 16.8 -

|
|
|
|
| FALCON-7B
|
|
|
|
|
|

| |
| |
| |
| |
| |
| |
QWEN3-8B | 7893 1369 162 882% | 7293 1085 188  82.7%
| |
| |
| |
| |
| |

LLAMA-7B 12814 57.5 353 38.6% | 7955 1169 438 62.5%

LLAMA-13B 9589 49.2 47.1 4.1% 6411 73.9 591  20.0%

PG19 MISTRAL-7B | 6611 89.0 159  82.1% | 6235 72.4 138  80.9%
FALCON-7B 486.8 109 18.7 - 372.7 94 12.9 -

QWEN3-8B 5792 1337  19.7  853% | 9605 74.7 171 77.1%

4.2.3 Evaluation on Performance

As shown in Table 2, we compare the performance of various baselines
with BEFI across two datasets and different LLMs. BEFI outperforms
CacheShare and TokenShare in most cases, demonstrating its superior
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effectiveness. This result validates the strong performance of BEFI,
which not only achieves balanced and efficient communication over-
head but also ensures high-quality LLM inference. In contrast, Cache-
Share exhibits the poorest performance among all frameworks, with at
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Table 3 Experimental Results of LLAMA-7B on long-context dataset LongBench. Underline indicates the best performance among the three frameworks.

Model ‘ lec ‘ multi_news ‘ qasper ‘ gqmsum ‘ repo-p ‘ samsum ‘ trec ‘ triviaqa

Origin | 667 | 368 | 96 | 213 | 598 | 418 | 660 | 877
TokenShare | 12 | 008 | 02 | 053 | 14 | 013 | 00 | 06
CacheShare | 29.1 | 67 | 19 | 689 | 3052 | 197 | 150 55

BEFI | 4L5| 598 | 57 | 1714 | 419 | 333 | 345 | 748

least a 12.4x degradation compared to BEFI. This performance drop
is likely due to the accumulation of injected DP noise in the shared
KV cache over longer inference sequences, as analyzed in Sec. 3.2.
Besides, we observe that TokenShare outperforms BEFI slightly for
FALCON-7B. This is probably because FALCON-7B utilizes a multi-
query attention mechanism, and the key and value matrices have only
1 header. As a result, the fixed-size KV cache shared among silos
carries less information, leading to a worse performance.

Table 3 further presents the experimental results on the dataset
LongBench under LLAMA-7B, where Origin represents the original
model without differential privacy. BEFI outperforms TokenShare and
CacheShare in most cases, and achieves close performance compared
to the original model without privacy perturbation. In contrast, To-
kenShare and CacheShare perform badly with several cases, achieving
results close to 0. The results validate the flexibility of BEFI for
long-context tasks.

4.2.4 Evaluation on Various Parameters.

Fig. 6a and Fig. 6b present the communication overhead of BEFI as the
KV cache size varies for LLAMA-7B and LLAMA-13B, respectively.
For different ¢, BEFI consistently maintains a balanced communication
overhead. As cincreases, the communication overhead per silo in BEFI
also increases. Notably, when ¢ = 24, BEFI incurs a communication
overhead lower than that of the third silo in CacheShare. These results
demonstrate that the size of the cache is the primary factor determining
the communication overhead, highlighting the necessity of selecting
tokens based on their importance in BEFI.

Table 4 presents the perplexity of BEFI under varying privacy bud-
get €. We observe that as the privacy requirement becomes stricter
(i.e., smaller €), the performance of BEFI degrades slightly. How-
ever, this degradation remains within a reasonable range, especially
when compared to CacheShare, where perplexity values reach into the
thousands. These results demonstrate that BEFI is robust and flexible
across a wide range of privacy settings.

4.2.5 Evaluation on Ablation Study

Fig. 6¢c and Fig. 6d present the ablation study on communication cost for
LLAMA-7B and LLAMA-13B, respectively. We compare BEFI with
two ablated variants: one implementing only the fixed-size KV cache
sharing mechanism (namely BEFI-KV), and another with only the
context-free intermediate states sharing mechanism (namely BEFI-IS).
We observe that both mechanisms result in constant communication
costs. Furthermore, the communication of BEFI-KV accounts for
more than 99% of that of BEFI. This is because the fixed-size KV
cache constitutes the majority of the shared information.

Table 4 Performance of LLAMA-7B varying €. BEFI always outperforms CacheShare
and TokenShare.

Framework Cache Token BEFI
€ |40 80|40 80|40 80
Wikitext | 18P [ 10k 7k [ 153 136 [36.0 353
[MVG | 7k 7k | 107 102|669 42.7
pGlo | Lap |10k 10k [49.4 489[228 247
|[MVG | 7k 6k | 111 105|330 282

Table 5 Ablation study for LLAMA-7B (Underline: outperforms TokenShare).

Dataset ‘ Wikitext ‘ PG19

DP | Laplace | MVG | Laplace | MVG
BEFI-KV | 642 | 69.7 | 329 | 281
BEFLIS | 126 | 1153 | 672 | 709
BEFI | 522 | 546 | 353 | 438

Table 5 presents the ablation study of BEFI in terms of perplexity
scores for LLAMA-7B. On different datasets and DP mechanisms, both
BEFI-KV and BEFI-IS outperform TokenShare in most cases, while
slightly underperforming compared to BEFI. This indicates that both
the proposed fixed-size cache sharing and intermediate states sharing
mechanisms contribute positively to BEFIL.

B 5 Related Work

Differential Privacy. Differential privacy (DP) has emerged as a lead-
ing paradigm for protecting data privacy [8,31-33]. Recently work
has focused on various data types, including user-level differential pri-
vacy [34,35], geometric differential privacy [36,37], and matrix-valued
differential privacy [30,38]. In particular, matrix-valued differential
privacy is widely used to protect the value of embeddings.

[39] proves that the Johnson-Lindenstrauss transform inherently
satisfies matrix-valued differential privacy. Blum ez al. [40] and Upad-
hyay et al. [41] further improve the efficiency by efficiently simulating
the Johnson-Lindenstrauss transform. [30] formally defines matrix-
valued differential privacy and propose utilizing the matrix-variate
Gaussian distribution [42] to meet the privacy requirement. Yang et
al. [43] optimize the matrix-variate Gaussian under dimension-aware
utility constraints. In comparison, our work can employ any of these
methods as a base mechanism to protect the information.

Federated Learning for LLMs. Numerous studies have been pro-
posed to protect the privacy of training data in federated settings. These
works focus on privacy-preserving techniques for federated training or
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finetuning, addressing aspects such as privacy guarantees [44—47], and
computational efficiency [48—50], among others. In contrast, relatively
few works have explored federated inference for LLMs [51,52]. These
works mainly consider scenarios where models are distributed among
silos and investigate how to perform inference on local data. In com-
parison, we consider a novel yet practical scenario where the context
is distributed across silos.

KV Cache Compression. To avoid the large space of KV cache [9,
10], a research line proposes distinguishing the important tokens and
only storing the KV cache of these tokens. Preliminary works showed
that the recently generated tokens tend to place more importance, thus
proposing only storing the KV cache of recent tokens [53,54]. Beltagy
et al. [13] and Xiao et al. [55] consider preserving the privacy of the
KV cache of both the recent tokens and initially tokens.

In contrast, more recent works propose dynamically evicting KV
cache based on the context. H20 [16] proposes determining the tokens
based on their contribution scores. InfiniGen [56] improves the infer-
ence efficiency by overlapping the process of token selection and cache
loading. Scissorhand [17] treats KV cache eviction as a budget-limited
problem and selects the cache based on the attention weights. Other
works include reducing the dimensionality of cache channel [57], min-
ing diversity among heads [58], layer-wise cache eviction [59], and the
mixture of various policies [60,61].

H 6 Conclusion

This paper focuses on a novel yet practical scenario in federated LLM
inference, where all silos employ an identical LLM and the context is
distributed among silos. The sequential generation paradigm of atten-
tion and the commonly used KV cache techniques lead to an inefficient
and unbalanced communication overhead in such a scenario. To this
end, we propose BEFI, a framework that not only preserves the privacy
of individual context but also ensures balanced and efficient commu-
nication costs while inferring across silos. BEFI incorporates a fixed-
size KV cache sharing mechanism for important tokens, as well as a
context-free intermediate states mechanism that enables compressed
representation of the other tokens of arbitrary length. Extensive ex-
periments on different datasets validate the effectiveness of BEFI in
achieving both efficient and balanced federated LLM inference.
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B Appendix

A.1 Proofs of Theorems

A.1.1 Proof of Theorem 3

Recall that the perturbed key cache and value are defined as K=K+ 6K
and V=V + 8V, respectively. We first reclaim the theorem in following.

Theorem 3. Consider Equ. 3. We are interested in AA? = A° — A?, the
difference between the attention outputs before and after the perturbation.
Let Ag, Ay, and Aw represent the largest singular values of Q;, V, and
AY, respectively. Given 6K;(resp. 6V;) € R'*" the noise added to the
key (resp. value) cache of a global token i € T2, we have

1
[[AA®]]2 < Aw by + ﬁﬂg Ok (Ay + 6v)

where ||x|| denotes the norm of embeddings of current token. Sg =
Diersto ||0Ki|| and 8y = X;ersio ||6V;]|| are the sum of the norm of
the noise added to the global tokens’ key and value caches, respectively.

We establish two lemmas that support the proof of Theorem 3.

Lemma 1. The L2 norm of the concatenation of two matrices A € R**!
and B € RP*! is upper bounded as follows:

|lcat(A,B)|[2 < Aa + 1B

where 14 and Ap are the largest singular values of A and B, respectively,
and cat denotes the concatenation of two matrices.

Proof. The concatenation of two matrices is represented as
cat(A,B) = cat(A, 0px;) + cat (047, B)

where 0,x; (resp. 0px;) denotes the all-zero matrix of size a X [ (resp.
b x ). Observe that all elements in the last b columns and corresponding
rows of the matrix product cat (A, 0px;) - cat(A, 0px;)T are zeros. The
remaining elements are identical to those in A - AT which implies that
the eigenvalues of cat (A, 0px;) - cat (A, 0,x;)7 are the same as those of
A - AT. This indicates that cat (A, 05; shares the same singular values
of A. Thus, we have

l|cat (A, B) || = ||cat (A, O0px;) + cat (B, 0ax) T[]
< [lcat (A, 0px) ]2 + | cat (B, 0axt) T |12
= [|All> + |IBI[>

=Aa+ Ap

Lemma 1 illustrates how the concatenation of two matrices affects th%
L2 norm. We then analyze the impact of DP noise on the attention weights
A", as illustrated in Lemma 2. Part of the proof of Lemma 2 is inspired
by the work of [17].

Lemma 2. Given the noise added to the key matrix 6K and the value
matrix 6V, the difference in the attention weight satisfies

! 1
[[AAY ]2 < —hﬂQII5KII2

Proof. When a silo generates the current token, its key (resp. value) cache
consists of two components: (1) the global cache Kslo = Kslo 1+ 5K
(resp. yslo = yslo 4 dV) which incorporates DP noise, and (2) the local
key (resp. value) cache K¢ (resp. V!°¢) which remains uncorrupted by
the DP noise.
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[|AAY ]2 = ||AY = A¥]]
that(ﬁglo, Klu(r)T
Vi
that(Kglo, Kloc)T

N )2
that(f(glo’ Kloc)T Q’cat(KglO, Kloc )T
Vi - Vi

1
= ﬁ||chat(5K, i) |12

= ||softmax(

— softmax(

<l

2

1
= 7le ||cat (6K, 0;x) T |2
1

vh

where the fourth line follows from the Lipschitz continuity of the soft-
max function [17,62], and the seventh line follows from Lemma 1 and

< —=1o - 16K]|2

[10;xr||2 = 0. The lemma is proved. o

Based on the above lemma, we then analyze the error of the attention
output A?, i.e., AA? = A? — A°.

Lemma 3. Consider the inference process in Equ. 3 and let AA® = A° —
A¢ denote the difference between the attention outputs before and after the
perturbation. Let Ag, Ay, and Ay represent the largest singular values of
Q;, V,and A, respectively. We have

1
[1AA?[]y < Aw||6V]] + —=10 16K ]2 - (Ay +[|6V]]2)
N

Proof. Define V = cat(V8!?, VI°¢) as the concatenation of V&/° and
Vioc_ Define V = cat (V&!2, vioe),

[[AA°[[> = ||A? = A°[],

= |[|[AYV - A*V]|,

< ||A%V = AVV||; + [|]A¥V = AV V]|,

= [|AY |||V = V|2 + [[AY = A [|2[| V]2

< ([IAY] 2 + [[AA" 1)1V = V|2 + [[AAY []2]| V] |2
= A" [2116V]l2 + [[AAY |2 (1[8V] ]2 + V] ]2)

1
S/lW||5V||2+ﬁ/lQHéKHZ(/lV‘*‘HéVHZ) ®)

Here, the fifth line follows from the triangle inequality for matrix norms,
which gives [|A"|[y = ||AY + AA™ ||, < ||A"][|, + [|AA™|],. The
seventh line is derived from the upper bound of ||AA" ||, obtained from
Lemma 2. Ap, Ay, and Aw represent the largest singular values of Q;, V,
and A,,, respectively. O

Based on the above lemmas, we are ready to prove the theorem. Recall
that the inference of the current token relies on two types of tokens. For
tokens 782 whose KV caches are perturbed and transferred, their noises
6V; formulate 6V by the concatenation. For tokens T'e¢, which are

generated locally and have no perturbation on their KV caches, their noises
are always 0. We have

[16VI|2 = ||cat({V; fori € T8}, {V; fori € T'°D||»

< DUVl + ) 116Vl
ieTsglo ieTloc

= > llovilh
ieTslo

= Oy

where the second line is derived from Lemma 1. Similarly, we have
[|6K]|2 < k. Substituting these results into Lemma 3, we obtain

" 1
[[AAY ]|z < Aw Sy + ﬁlQ(SK(/lv + 6v)

which proves the theorem. Notice that the largest singular values of matri-
ces, i.e., Adw, Ag, and Ay, remain no less than 0.

A.1.2 Proof of Theorem 2

We first reclaim Theorem 2. Recall that A" is the input to the softmax
function in Equ. 6.

Theorem 4. Given the perturbed weight bias I = I+AlL if the perturbation
AI satisfies AT > 0 or ;A" > In(2|AIl), then the difference of the
attention outputs, denoted by AA?, is bounded by

[IAA®]]y < Aw Ay

Proof. We first compute the bound on ||[AA™[],. Let AL = exp(A”)
denote the element-wise exponential of A”.
[1AA™ ]2 = [|A = A ]2
Ac Ac
“lSArvrvar  Tar el
= % [1A™]]2
)
Specifically, considering that sum(A”) > In(2|AI|), we have
Z Al = Z exp(AT’l—) > eZAL:
> MCIAD = 2|A| (10)

where A7 ; represents the (1, i)-th element of A", and the first line follows
from the convexity of the exponential function. Moreover, note that I,
being the summation of exponentials, is strictly positive.
o If AI > 0,since Y, AL + 1> 0, we have |AI| < | Y AL + 1+ All.
o If A’ > In(2|AIl), we have Y, AL + I > Y AL > 2|Al|, and thus
[AIl < | X AL +1+ Al
For either case, it always holds |AI| < | Y, AL + I+ AI|. Substituting this
result into Equ. 10, we have [|AA™ ||, < ||AY||,. Finally, consider the
attention output ||AA?||»:

[|AA®[]> = ||A® - A°|[,

= [JAVV — A™V]|;

= [|AAY 2] V]2

< |A"]1211V]]2

= Awdy (11)
which completes the proof. O
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